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THROUGH THE AGES
History of 
computing 
events that 
had security 
implications

n Atari introduces the 
Portfolio portable com-
puter. It includes MS-
DOS, 128 KB RAM, word 
processor, spreadsheet, 
address book, calendar 
and calculator. 

n The World Wide Web 
is born. Tim Berners-
Lee (below) developed 
HyperText Markup 
Language (HTML).

n Microsoft releases 
Windows 3.0. For the 
first time, PCs could 
support graphical apps.

n Linux is invented 
and released for public 
use by Linus Torvolds 
(above).

n Microsoft Windows 
replaces DOS as the 
new best-selling OS.

n The Mosiac web 
browser is created  
by Eric Bira and  
Marc Anderssen. 

n Yahoo! is founded by 
Jerry Yang and David 
Filo (below). Today, Ya-
hoo! is one of the most 
popular search engines 
on the internet.

n The USB Implement-
ers Forum is created 
to develop a universal 
serial bus for per-
sonal computers. The 
first USB is officially 
released in March.

n Internet Explorer is 
released for Mac.

n HIPAA is passed – a 
major precursor to the 
“Age of Compliance.”

n The Financial 
Modernization Act of 
1999, also known as the 
Gramm-Leach-Bliley 
Act, is another step 
in compliance-driven 
security.

n The Sarbanes-Oxley 
Act (SOX) changes 
the American compli-
ance picture and has a 
significant impact on 
information assurance 
procedures.

n The Can-Spam Act 
(Controlling the Assault 
of Non-Solicited Por-
nography and Market-
ing Act) is passed.

n California passes the 
nation’s first breach 
law, requiring state 
residents be notified 
should their personal 
information be compro-
mised by unauthorized 
access. 

n ID thieves steal data 
from ChoicePoint. 

n A breach at Card-
Systems Solutions 
puts roughly 40 million 
credit and debit card 
accounts at risk. 

n An employee at the 
Veterans Administra-
tion takes home a 
laptop and an external 
hard drive, which are 
then stolen from his 
home. They contain 
the personal informa-
tion  of 26 million living 
vets. The laptop and 
hard drive are later 
recovered.

n TJX, parent of retail-
ers Marshalls and TJ 
Maxx, suffers a number 
of breaches, exposing 
more than 45 million 
credit and debit card 
numbers. 

n The nation’s 39th 
state data breach law 
goes into effect in Mas-
sachusetts, said to be 
the nation’s toughest. 

n Hannaford Bros. 
discloses that a breach 
of its payment systems 
compromised at least 
4.2 million credit and 
debit card accounts. 

n Heartland Payment 
Systems announces it 
is the victim of a breach 
that possibly compro-
mised more than 100 
million accounts.

n Apple enters the 
anti-virus game. Its 
latest Mac OS X, Snow 
Leopard, arrives with an 
anti-malware scanner.

n The first generation 
of intrusion detection 
system (IDS) technol-
ogy appears with prod-
ucts such as Haystack 
Labs’ Stalker.

n John McAfee founds 
McAfee Associates 
as the first anti-virus 
developer to distribute 
products using the 
shareware business 
model.

n Symantec introduces 
Norton AntiVirus.

n SEAL, the first 
application-layer proxy 
firewall is introduced by 
Digital Equipment Corp.

n Pretty Good Privacy 
(PGP), now one of the 
most widely used email 
encryption systems, 
is released as a free 
internet download. 

n Bugtraq is founded 
by Scott Chasin to 
announce computer 
vulnerabilities.

n The Apple  
Newton Message Pad 
is introduced. It is the 
first personal digital 
assistant (PDA) on the 
market and can email 
and fax.

n Check Point Software 
releases Firewall-1, the 
first stateful firewall.

n The Black Hat 
security conference 
premiers. It is the first 
large-scale conference 
to bring hackers and 
defenders together  
for the exchange of 
technical ideas.

n Martin Roesch  
creates the IDS Snort.

n Riptech, the first 
U.S.-managed secu-
rity services provider, 
launches. It is followed 
in 1999 with the found-
ing of Counterpane by 
Bruce Schneier, firmly 
establishing the  
managed security 
services market.

n Nokia unveils the 
first cellular phone  
with internet access.

The alleged author of the ‘Love 
Bug’ virus, Onel de Guzman 
(below), is presented to the 
media. 

n The first virus 
creation kit is released, 
called The Virus  
Creation Laboratory. 

n The computer virus 
“Michelangelo” is acti-
vated on PCs (March 6).

n The author of the 
“Pathogen” computer 
virus is sentenced in 
England to 18 months in 
jail. This is the first time 
a virus author has ever 
been prosecuted.

n “Concept,” the first 
macro virus program 
for Windows, appears.

n McAfee identifies the 
first known Linux virus.

n The first Java-
targeted virus program, 
“Strange Brew,” 
appears.

n The first virus ca-
pable of jumping from 
computer to computer 
unassisted is created. 
Called “Melissa,” the 
worm attacks 250,000 
PCs in three days.

n 55 million comput-
ers are attacked by 
the virus “Love Letter.” 
Three million of them 
are actually infected.

n “The Love Bug” 
or “ILoveYou” virus 
begins sending itself 
out through Microsoft 
Outlook.

n The ”Code Red” 
worm defaces thou-
sands of websites.

n The “BadTrans” 
worm is released, 
exploiting a flaw in 
Outlook.

n The “Slammer 
Worm” (aka “Sapphire” 
or “SQL Hell”) exploits 
a flaw in Microsoft SQL 
Server 2000. Within 
10 minutes, more than 
75,000 machines are 
infected. Thirty minutes 
later, one-fifth of inter-
net data packets are 
infected.

n The “Mydoom” worm 
launches one of the 
largest DoS attacks.

n The first major social 
networking worm is 
released. Carrying no 
malicious payload, the 
cross-site scripting 
worm snakes through 
MySpace and allows 
its 19-year-old creator, 
Samy Kamkar, to add 
one million “friends” 
in 24 hours. He later 
is sentenced to three 
years in prison.

n James McCalla 
is fined $11.2 billion 
for sending out 280 
million spam emails. 
Prosecutors argue that 
he be charged $10 per 
email. This sets a new 
precedent for fining 
spammers.

n Russia is accused  
of cyberattacks on 
Estonia.

n The Storm Worm 
is discovered and 
quickly becomes the 
first-ever mega botnet, 
amassing millions of 
compromised machines 
to push spam and 
malware.

n Dan Kaminsky 
reveals a design flaw 
in the Domain Name 
System that could allow 
web sessions to be 
hijacked.

n Conficker, a worm 
targeting the Microsoft 
Windows OS, is first 
detected in November. 
It uses flaws in Windows 
software to link com-
puters to a botnet.

n In a sign of increasing 
international police co-
operation, a Romanian 
man becomes the first 
foreign citizen ever to 
be sentenced to United 
States federal prison 
for phishing.

Important 
security  
products/ 
innovations

Critical  
security- 
related events

A lot has happened in the 20 years that SC Magazine has been  
covering the IT and information security marketplace. As the field has 
grown from a niche to the mainstream, we’ve followed and reported  
on every aspect – from the latest and greatest tools and services to  
business issues to cybercrime impacts on every sector.

n Dell begins offering 
systems preloaded with 
Ubuntu Linux 7.

n Apple releases Mac 
OS X “Leopard” and 
sells two million copies 
in its first four days.

n Apple releases the 
first iPhone.

n Microsoft releases 
Windows Vista OS.

339,861,901
TOTAL number of records containing sensitive personal information involved 
in security breaches in the U.S. since Jan. 2005 (as of Oct. 12). Source: Privacy 
Rights Clearinghouse (data from a service provided by DataLossDB.org, hosted 
by the Open Security Foundation)

n Cisco and Symantec 
jointly unveil the Net-
work Admission Control 
(NAC) program to 
evaluate the security of 
mobile computers con-
necting to the company 
network. The technol-
ogy now commonly 
is known as network 
access control.

n The five major credit 
card brands align to 
release the PCI Data 
Security Standard. 
The guidelines, which 
include 12 main require-
ments, seek to protect 
cardholder data.

Edward Kennedy, D-Mass., 
during senate hearings on the 
implementation of HIPAA. 

Ronald Dick (left), director of 
the National Infrastructure 
Protection Center, at a news 
conference about the ‘Code 
Red’ internet worm in Wash-
ington, D.C. 

President George W. Bush 
(above) signs HR 3763, the 
Sarbanes-Oxley Act of 2002  
in the East Room of the White 
House.

David Smith (right), 30, of 
Aberdeen Township, N.J., sus-
pected of creating the ‘Melissa’ 
computer virus. 

Software engineers Chris For-
mulak (left) and Philip de Bats 
at the Symantec AV Research 
Center work to thwart the 
Michelangelo virus. 

Timeline by Emily 
Staats, along with  
SC Magazine staff.

n Social networking 
sites become a target of 
malware writers.

The number of personal computers 
in the United States.

The number of personal computers 
worldwide. 

The number of personal computers 
in the U.S. 

The number of personal computers 
in the United States. 

168.6 million

54 million

132.6 million 1 billion

Mikko Hypponen, F-Secure, 
and his team cracked the 
Mydoom virus in two hours.

Douglas Curling, presi-
dent, COO and director of 
ChoicePoint (above), faces a 
Senate Judiciary Committee 
Hearing on securing electronic 
personal data.


